


*Brief overview of the Department of Homeland
Security (DHS) Standard

*How to Screen an Inventory for DHS chemicals

*Potential Scenarios Impacting an R& D Facility
*Measures to Minimize | mpact of the Standard
«Some Best Practices

Note/Legal Stuff: This presentation is meant to be a
brief overview of my interpretations of the regulations.
Consult the current regulations for the latest and most
accurate information.




DHS Appropriations Act of 2007

— provided DHS with the authority to
regulate the security of high risk chemical

facilities
*Final rules published November 20, 2007
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e Certain facilities potentially presenting a
chemical security risk complete CSAT
Top-Screen (Top-Screen)

e DHSreviews Top-Screen to identify high
risk facilities

e Highrisk facilities:
— prepare a Security Vulnerability Assessment
— develop and implement a Site Security Plan
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1. Inventory
All Containers
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2. ldentify
Chemicals of Interest
in the Inventory
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i=d| Current selection: 93 of 4558 inventory item(s).

@ Home EEE Buildings —#E Rooms [rventony ,,\,.I_«Substancea More... l _".j _§_|
Corminon taske Manage yvour chemical inventory... e [locaton =] 2| son | p;l;'mg
Aod & [nlew invertory Building name | Koom name | Cakinet | Shelf | Row | Substance CAS number | State Qty Size Lnits |2
item Main Laboratory | 22284 2-Chloroethylchloro- methylsulfide | 2625-T6-5 1 a0|g =

Main Laboraton: | 2289 2-Chlorovinwldichloroarsing A41-25-3 Liguid 1 74 L]
Delete invertory tem(s) Main Laboratory | 2022 264 |B  |ACETYL CHLORIDE 75-36-5 Liguid 1|  s00|g
(L=l Main Laboratary |14 M ' Acid Alcahal F4-17-5 Liguid 1 A0 ml
T e Main Laboratory |14 I Acid Alcohaol 4-17-5 Liguid 1 atlml
iterms [ Main Laboratory |14 ] Acid Alcohol 4-17-5 Liguid 1 ablml
Main Laboratory |14 ] Acid Alcohol A4-17-5 Liguid 1 allml
Shiowe hichlighted Main Laboratory |14 2] Acid Alcohal G4-17-5 Liguid 1 &0(ml
imventory: temis) anly Main Laboratory [2022 2511 |B Alurminurm (Furme, Dust, or Powder) | 74259-90-5 Solid 1 500 (g
[El Main Laboratory | 2022 17; |E Aluminum (Furme, Dust, or Powder) | 7429-90-5 Solid 1 100
e Ma?n Laboratory | 2022 o2is |0 Alum?num (Fume, Dust, or Powder) | 7429-90-5 Snl?d 1 251
e Main Laboratory | 2022 g i L Aluminurm (Fume, Dust, or Powder) | 7428-90-5 Solid 1 1001k
: Main Laboratory | 2022 175 |2 Aluminum (Furme, Dust, or Powder) [ 7429-90-5 Solid 1 Rl
[Flind inventory temi=) Main Laboratory | 2022 251 (B Aluminurm (Furme, Dost, or Powder) | 7429-90-5 Solid i A0([k
Main Laboratory | 2022 1061 A Boron trichloride 10294-34-5 | Gas X a0l
[Plrepare & report of Main Laboratory | 2022 215 (A Bromine TT26-95-6 Liguid 1 4500
listed invertory temls]) Main Laboratory [2022 281 |E CALCIUM PHOSPHIDE 1305-95-3 Solid 1 4.000|n
; ) Main Laboratory | 2022 oafs o |C CHLOROFORM G7-FA-3 Liguid 1 a00|ml
jﬁ;‘"md inventory Main Laboratory | 2022 073 |c  |CHLOROFORM B7-66-3 Liquid 1| s00|ml
Main Laboratory | 2022 i |c CHLOROFORM G7-FA-3 Liguid 1 a00] ml
fark invertory tems Main Laboratory | 2022 ofs |2 CHLOROFORM GY-GF-3 Licjuid 1 a00]| ml
for export Main Laboratory | 2022 ofs o|c CHLOROFORM G7-FA-3 Liguid 1 a00 ] ml
Main Laboratory |114 ozo |2 CHLOROFORM GY-66-3 Liguid 1 &00(ml
Un-mark invertory Main Laboratory 133 20314 |A Chlorosulfonic acid 7790-94-5 | Liguid 1|  4s0|g
ftems for expart Main Labaratory | 2022 25 |A CHROMIC CHYCHLORIDE 14977-61-8 | Liguid 1 1|lb
T Main Laboratory | 2022 2712 |A ETHYL ETHER G0-29-7 Liguid 1 a00|ml ﬂ
AL Hze Main Laboratory | 2022 2712 |A ETHYL ETHER G0-28-7 Licuid 1 a00] ml I
Linked substances I*—I ! X
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The Four Security | ssues.
Release
Theft and Diversion

Sabotage and Contamination

Critical to Government or Natlonal '
Economy s e




hazard
SOLUTIONS

o

Toxics
—  Createatoxic cloud that could affect populations
— eg., Chlorine, Arsine, Fluorine

Flammables
Create a vapor cloud explosion that could affect populations
e.g., Butane, propane

Explosives
—  Createablast wavethat could affect populations
— eg., TNT, picric acid




Weapon of Mass Effect
— DOT 2.3toxic gases
— e.g., Chlorine, phosgene

Chemical Weapons and Precursors
— e.g. mustard gas

Explosives and | mprovised Explosive Devices
— e.g., TNT, picric acid, nitric acid (68%)




 When mixed with water producesatoxic
gas/ flammable gas

— e.g., Acetyl chloride, calcium phosphide

DANGEROUS "




e Critical to national security or ability to
deliver essential services

e Critical to national or regional economy




Appendix A to Part 27. -- DHS Chemicals of Interast !

Chamicals of Interest
{Cof)

75-07-0

Screaning Threshold
Cuantities {in pounds unless
otherwiss noted)

Va=80-5

SDE-5E-T

TH=26-5

§§ § Minimum Concentration (%)

S07-02-8

8

[Extryne]

T4-86-2

[2-Propenal] or Acryialdehyde

107-02-8

[2-Fropenenirile]

107-13-1

[2-Fropanoyl chioride]

B14-55-8

[2-Fropan-1-ol]

107-18-&

[2-Propen-1-amine]

Iyitrichiorosiane, stabilized

107-11-8

107-37-5

luminum {poswdar)

T425-80-5

luminum brosmide, anhydnous

1737153

uminum chioride, anhydrous

Fa46-70-0

Aluminum phosphide

208557 3-8

Ammonia (anhydrous)

THEA-41-T

Armmania (conc. 20% or
graabar)

TEE4-41-7

Ammanium nirate, with maore
than 0.2 parcent combustible
substances, including any
arganic substance calculated
as carbon, (o the exclusion of
any other adged substance]

Ba484-52-2
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3. Determine if
Container
Is Excluded




Structural component
Janitorial supplies
Food, drugs, cosmetics, or other personal items

Process water
Compressed air or part of combustion
Articles

Solid waste (except expired commer cial
products)

Hydrocarbons, water, prior-torefining




 Release (Flammable, Toxic, Explosive)
— Laboratory use

* Release (Flammable)
— Propanetanks <= 10,000 Ib




 Release
— Storage containers, tanks, pipes
— Transport containers used as storage
— Processinter mediates, by-products

e Theft

— Transportation packaging

o Sabotage
— Placarded shipment




hazard @ Haome Eﬁ Buildings —%E Rooms 'ﬁ Irventany ..\,.I.-vSubatancea
SOLUTIONS i f

Identification | Quantity DHS screening lUSErI

Toventorv: Ahmmmmm I_F'lmw-. Thnst or Powder) m M2
Lemmontasks DHS listing rationale  Thefl (ExpIEDP; Min: ACG: STG: 100 Iy
Add new item SCREEMING EXEMPTIONS

thiz roam : : 2
trvartony itern Is exorngt 1 it s

Add new item, [T Used as a structural component. pgagg&au:!:rﬁp)r(ecalsl?é?ég:rn]rﬁbuatinn air.

ﬁeﬁhewmw [~ Usedin routine janitarial maintenance. [T Contained in a manufactured aricle.
[T Used as a personal item by employees, [ Contained in a RCRA solid waste rnot off-spec).

SiH sainte e T llead in Ararace ar innoenntact canline weatar I In o Astural bwdraearhos mivtira mriore tao nrocessing.
this roam . ' i " ; "

trvantony iterm Is exarngt frorn RELEASE screening iF it s
Add itern, . ) L
5—"“—““;3 £ lem, ™ Usedin a laboratory under qualified superdsion.
cabinetfzh elfirom PO Y JE I 13 BAR L LI A e I L E A0 C Sl iy I 1.

[~ Under 10 mm Hg parial press. anywhere in processistorage.

Issue-Specific Exclusions

hiulti-stode same

iterm, same
eabinetizhelfiram SCREENING ELIGIBILITY

Print this I not exernat, e s sulbfectto RELEASE acreening IiF it ia: Required for release - expliosivas, theit-
inventory item [~ Inavessel, UST, or magazine. EXPAEDP and sabotagedcontamination:
[MISDE files [T Inatranspont container used for storage or loadingfunloading. ¥ Commercial grade

[T Matural gas/LHG in a peak shaving facility.

Interim save ™ Infuel {(nas, diesel kerosene, jet, or with WFPAfire 1'2'3I§sue—8pecific Inclusions

IF not exernpt, e is subfect fo THEFT screening iFitis:

[4811] Mo, 26 of ¥ Intransportation packaging.

25 listed inv

i[‘te;j"'(;;s' Cr If not exemat, fem s subect to SABOTAGECONTAMINATION screeh) ag 5T it Ja:
EfZE 2006 ;

10125]-Administra [T Shipped under DOT placard.

Lok Mdr

[2/25/z2008 o (P B o
14:02]-Desianer, : B | = | Cancel




/AN

hazard
SOLUTIONS

4. Determine if
Concentration
Threshold is Met




Release (T oxics)
— >=1 percent (unlessvapor pressure <10 mm)

Release (Flammables)
— >=1 percent (if NFPA Flam = 4)

Release (Explosives)

— commercial grade or >=min %
Theft  WME, CW, Explosives)
— commercial grade or >=min %

Sabotage
— commercial grade




SOLUTIONS

Label hame Room narme v | Substance

Folassium nitrate 2023 2104 Folassium nitrate

Fotassium perchlorate 2022 FOTASSIUM PERCHLORATE
Fotassium perchlorate 2022 FOTASSILIM PERCHL OREATE
Fropane R Fropane, liguid

Fropane A Fropane, liguid

FPropane 2022 Fropane, liguid

FPropane A Fropane, liguid

F'I“EIEEIFIE TR Prorniana linnid

Ralph's Gas (0.5 % Chloring) :

Fuby's Gas (10% Chloring)




/AN

hazard
SOLUTIONS

5. Total all Eligible
Containers
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Example: Consider 3 Containersof Aluminum powder

Aluminum power is Theft (Explosive), so include:
—  transport container
—  commercial grade

Container 1. 50 Ibs (transport container, commercial grade)
Container 2: 50 Ibs (transport container, commercial grade)
Container 3: 50 Ibs (transport container, not commercial grade)
Total eligible: 100 Ibs
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6. Complete

Top Screen
if STQ is
Exceeded




Container 1: 50 Ibs (transport container, commercial grade)
Container 2: 50 |bs (transport container, commercial grade)

Container 3: 50 lbs (transport container, not commer cial
grade)

Total eigible: 100 |bs
STQ =100 Ibs
Complete T op-Screen




Appendix A to Part 27. -- DHS Chemicals of Interast !

Chamicals of Interest
{Cof)

75-07-0

Screaning Threshold
Cuantities {in pounds unless
otherwiss noted)

'Es‘

Screaning Threshold
Quantities

Va=80-5

SDE-5E-T

TH=26-5

S07-02-8

I e —

[Extryne]

T4-86-2

[2-Propenal] or Acryialdehyde

107-02-8

[2-Fropenenirile]

107-13-1

[2-Fropanoyl chioride]

B14-55-8

[2-Fropan-1-ol]

107-18-&

[2-Propen-1-amine]

Alkielaklsraslama  shabilvan
T T e

107-11-8

1 AT AT

[Bluminum {powden)

| 7a25-80-5

luminum Brosmide, anfnydnroaes

Fidv-159-3

uminum chioride, anhydrous

Fa46-70-0

Aluminum phosphide

208557 3-8

Ammonia (anhydrous)

THEA-41-T

Armmania (conc. 20% or
graabar)

TEE4-41-7

Ammanium nirate, with maore
than 0.2 parcent combustible
substances, including any
arganic substance calculated
as carbon, (o the exclusion of
any other adged substance]

Ba484-52-2




/

Federal DHS-listed inventory (36 listed substances among 93 original inventory items)

h

SO‘BI_ST?( Substance/lLabel (*mixtures) Bldg. Room  Cab. Shelf Row Size Ho. Screening exemptions Screening eligibiiiny O hand
Subs: 2-Chioroethyichiono- methndswifide -- Rationale: Theft (CWYCWF: Min: GLIW 100g; STG: CUM 100g)
2-chloroathylchloro methyl sulfie Main Laboratory 2280 50 g 1 fm= plog; comm gr 50 g

Bubfotal for 1 item: 011 b
Subs: 2-Chiorovinyidichloroarsine — Ralionale: Theft (CWAGIWE, Min: GUM 100g; STG: CUMW {100g)
2-chlorowinyl di chloroarsine Main Laboratory 2288 T8 g 1 fm= plag; comm gr 75 g
Bubfotal for 1 item: .17 b

Subs: AGETYL CHLORIDE - Rationale: Sabotage/contam (Min- ACG; S5TG: APA)
Acetyl chloride Main Laboratory 2022 %4 B 500 g 1 4375 g

Subs: Alwminum (Fume, Dust, or Powder) — Rationale: Theft (ExpJdEDF,; Min: AGG; STQ: 100 b}

Aluminum (powder) Main Laboratory 2022 251 B 50 b 1 tms pky; comm gr 50 b
Aluminum {granules, 3-20 mesh]) Main Laboratory 2022 ims G 1ihb 1 fms ply; comm gr 0E7S b
Aluminurm (pelets) Main Laboratory 2022 i G 100 b 1 fms phy; comm gr 100 b
Aluminurm Blue GT Main Laboratory 2022 s D P | 1 fm= plog; comm gr 2% g
Aluminum powder Main Laboratory 2022 i E 00 g 1 fms pkg 25 g
Aluminum {powder) Main Laboratory 2022 E1 B 500 g 1 tms pkg 250 g

Subfotal for § items- 151.54 b, thef-EXPAEDF: 150.93 Ib (over)

Subs: Boron trichioride — Rationale: Refease (Tox: Min: 1.00%; STG: 5,000 b), Theff (WME: Min: 84.70%; STQ: 45 1b)

Boron trichloride Main Laboratory 2022 o1 A 50 b 1 fms phg 5 b
Subfotal for 1 tem: 50 ib, theft-WME: 50 Ib [over)

Bubs: Bromine — Rationale: Release (Tox; Min: 10025 3TQ: 10,000 th)
Bromine Main Laboratory 2022 2B A 450 g 1 25 g
Subfotal for 1 item: 0.5 b

Subs: CALGIUN PHOSPHIDE — Rafionale: Sabofagedcomtam (Min: ACG; TG APA)
Calcium phosphide Main Laboratory 2022 251 E 1000 g 1 placard; comm gr 1000 g
Subfotal for 1 item: 2.2 b, sabofage-confam: 2.2 b (ower]

Subs: Chiorine — Rafionale: Release (Tox; Min- 1.00%; 5TG- 2,500 ib), Theft (WME: Min: 9.77%; STG: 500 i)

*[0.5%] - Ralph's Gas (0.5 % Chiorine)  Main Laboratory  11A 1000 b 1 vessel: tms phg 1000 b
*[10%] - Ruby's Gas (10% Chiorine) Main Laboratory  11A e G 10hb 1 vessel: tms pkg 10 b

Sublotal for 2 items- 1,010 Ib, release-toxic: 1 ib, thef-WME: 10 1
"Thee "Sasbiotal™ for Inventony Hemrs that ane midures |s the weight of the pure subrssiance only wilhin the midure. Sther subdolal calculations vwany with e qu‘lﬂy1mﬁ.mmb’w‘p_1ﬂ'ﬁ

screaning caicuiation (5 CFR 27.203-27_204). “overr rdicales that fue ntal amount may excess the specifisd STE
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Common Lab Chemicals

Theft/Diversion
Nitric acid (68%): 400 Ibs, approx. 34 gallons
Hydrogen peroxide (35%): 400 Ibs, approx. 43 gallons

Nitrobenzene: 100 Ibs
Triethanolamine: 220 |bs
Sodium azide: 400 Ibs

Release
Hydrochloric acid (37%): 15,000 Ibs, approx. 1500 gallons

Chlorine500 Ib =5 x 100 |b cylinders




Shipping Expired Products
Sabotage If Vehicleis Placarded

Placard at Any Amount:

— Poison Inhalation Hazard (PIH) and
Danger ous When Wet
e Chloroacetyl chloride
e Chlorosulfonic acid
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Small Quantity Exception
49 CFR 173.4
Certain Classes and Divisions are not eligible
Maximum container size: 30 ml (for most Classes)

Limited Quantity Exception
49 CFR 173.150 -173.155
PG | materialsarenot eligible
Division 6.1 arenot €eligible
Maximum container size: approx. 1 —-5liters

DOT- Exemption Packaging

— May allow for shipping PIH and Danger ous When Wet w/o L abel
and Placard




Facility definition
Separ ate storage rooms

Waste management




« All buildings—one Top Screen
« Each building —multiple Top Screens

WALMIT &VE

EMERGENCY SERACES
A EMTRANCE/EXT
[] rakinG

CHAC CENTER R

HISHTAL
BUILDING
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2 FHAS_Manager
e Edit Data Tasks Help

Izi| Chemical Inventory

Biennial Rep
HMBF 1

nwironmental fi

S
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art@hazar dsolutions.com

User: Administrator, A 3 Administrati

=] Imventory stats =1 = |
] [ d at 3:27 P |




