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What We Will Cover

•Brief overview of the Department of Homeland
Security (DHS) Standard
•How to Screen an Inventory for DHS chemicals
•Potential Scenarios Impacting an R&D Facility
•Measures to Minimize Impact of the Standard
•Some Best Practices

Note/Legal Stuff: This presentation is meant to be a
brief overview of my interpretations of the regulations.
Consult the current regulations for the latest and most
accurate information.
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Legal Basis

•DHS Appropriations Act of 2007

– provided DHS with the authority to
regulate the security of high risk chemical
facilities

•Final rules published November 20, 2007
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The Big Picture

• Certain facilities potentially presenting a
chemical security risk complete CSAT
Top-Screen (Top-Screen)

• DHS reviews Top-Screen to identify high
risk facilities

• High risk facilities:
– prepare a Security Vulnerability Assessment

– develop and implement a Site Security Plan
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2. Identify Chemicals of Interest in Your Inventory
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Chemicals of Interest (COI)

The Four Security Issues:

– Release

– Theft and Diversion

– Sabotage and Contamination

– Critical to Government or National
Economy
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Issue 1: Release

• Toxics
– Create a toxic cloud that could affect populations

– e.g., Chlorine, Arsine, Fluorine

• Flammables
– Create a vapor cloud explosion that could affect populations

– e.g., Butane, propane

• Explosives
– Create a blast wave that could affect populations

– e.g., TNT, picric acid
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Issue 2: Theft and Diversion

• Weapon of Mass Effect

– DOT 2.3 toxic gases

– e.g., Chlorine, phosgene

• Chemical Weapons and Precursors

– e.g. mustard gas

• Explosives and Improvised Explosive Devices

– e.g., TNT, picric acid, nitric acid (68%)
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Issue 3: Sabotage and Contamination

• When mixed with water produces a toxic
gas / flammable gas

– e.g., Acetyl chloride, calcium phosphide
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• Critical to national security or ability to
deliver essential services

• Critical to national or regional economy

Issue 4: Critical to Government/Economy
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• Structural component
• Janitorial supplies
• Food, drugs, cosmetics, or other personal items
• Process water
• Compressed air or part of combustion
• Articles
• Solid waste (except expired commercial

products)
• Hydrocarbons, water, prior to refining

3. General Exclusions
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• Release (Flammable, Toxic, Explosive)

– Laboratory use

• Release (Flammable)

– Propane tanks <= 10,000 lb

3. Security Issue-Specific Exclusions
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• Release
– Storage containers, tanks, pipes
– Transport containers used as storage
– Process intermediates, by-products

• Theft
– Transportation packaging

• Sabotage
– Placarded shipment

3. Security Issue-Specific Inclusions
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Inclusions –Include only if

General Exclusions

Issue-Specific Exclusions

Issue-Specific Inclusions
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• Release (Toxics)
– >= 1 percent (unless vapor pressure <10 mm)

• Release (Flammables)
– >= 1 percent (if NFPA Flam = 4)

• Release (Explosives)
– commercial grade or >= min %

• Theft (WME, CW, Explosives)
– commercial grade or >= min %

• Sabotage
– commercial grade

4. Determine Minimum Concentrations
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4. Determine Minimum Concentrations

<<<<<Exclude (Release/Tox): BELOW min. concen: 1 %

<<<<< Include (Release/Tox): EXCEEDS min. concen: 1 %
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5. Total All Eligible Containers

Example: Consider 3 Containers of Aluminum powder

• Aluminum power is Theft (Explosive), so include:
– transport container

– commercial grade

Container 1: 50 lbs (transport container, commercial grade)

Container 2: 50 lbs (transport container, commercial grade)

Container 3: 50 lbs (transport container, not commercial grade)

Total eligible: 100 lbs
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6. Complete Top Screen if STQ is Exceeded

Container 1: 50 lbs (transport container, commercial grade)

Container 2: 50 lbs (transport container, commercial grade)

Container 3: 50 lbs (transport container, not commercial

grade)

Total eligible: 100 lbs

STQ = 100 lbs

Complete Top-Screen
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EH&S Manager Report

EH&S Manager - DHS Summary Report
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Potential Scenarios Impacting an R&D Facility

Common Lab Chemicals
• Theft/Diversion

– Nitric acid (68%): 400 lbs, approx. 34 gallons

– Hydrogen peroxide (35%): 400 lbs, approx. 43 gallons

– Nitrobenzene: 100 lbs

– Triethanolamine: 220 lbs

– Sodium azide: 400 lbs

• Release
– Hydrochloric acid (37%): 15,000 lbs, approx. 1500 gallons

– Chlorine 500 lb = 5 x 100 lb cylinders
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Potential Scenarios Impacting an R&D Facility

Shipping Expired Products

• Sabotage if Vehicle is Placarded

• Placard at Any Amount:

– Poison Inhalation Hazard (PIH) and
Dangerous When Wet

• Chloroacetyl chloride

• Chlorosulfonic acid
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But No Vehicle Placard Required for …

• Small Quantity Exception
– 49 CFR 173.4

– Certain Classes and Divisions are not eligible

– Maximum container size: 30 ml (for most Classes)

• Limited Quantity Exception
– 49 CFR 173.150 -173.155

– PG I materials are not eligible

– Division 6.1 are not eligible

– Maximum container size: approx. 1 – 5 liters

• DOT- Exemption Packaging
– May allow for shipping PIH and Dangerous When Wet w/o Label

and Placard
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Ways to Minimize Impact

• Facility definition

• Separate storage rooms

• Waste management
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• All buildings – one Top Screen

• Each building – multiple Top Screens

Facility Boundaries
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• Please email me if you want a copy art@hazardsolutions.com
EH&S Manager LE- Free Version


